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ABSTRACT: The concept behind this study stems from advanced research into the strengthening of digital steganography 
in digital imaging, a science that deals with imperceptibly embedding secret data within data. This is a fascinating scientifi c 
area which falls under the umbrella of security systems research. This paper exploits a developed information hiding tech-
nique tailored specially for the protection of digital data. We have achieved promising results which give direct solutions 
to real world problems. Particularly, our method not only detects forgery but also provides a good approximation of the 
original data.
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1. Introduction

The recent digital revolution has facilitated communication, data portability and on-the-fl y manipulation. The ease of editing 
visual data in the digital domain has aided unauthorized tampering performed without leaving any perceptible trace. Steg-
anography can be used to send sensitive information over open communications lines. More specifi cally digital watermarks 
are defi ned as data embedded directly within content which are imperceptible to humans but readable by computers. This 
particular study represents a foundation technology which enables unique and enhanced applications and services. It can 
authenticate, enhance security and has obvious potential real-world applications. Watermarks can be recognized by enabled 
software or hardware to provide copyright information, authenticate, track, monitor, enhance security and enable access to 
additional data, information and ecommerce opportunities across devices and networks.

Documents are more and more being stored in a digital form. This goes hand in hand with the aim of the paperless workspaces, 
but it does come at the expense of security breaches especially if the document is transmitted over a network. Document 
forgery is a worry for a range of organisations, i.e., Governments, Universities, Hospitals and Banks. The ease of digital 
document reproduction and manipulation has certainly attracted many eavesdroppers. 

Relational Database Management Systems (RDBMS) secure scanned documents through the use of a password in the database. 
This means that scanned documents are stored with a “String” encrypted password. The main issue here is if a hacker is able 
to crack the password then they may be able to modify any document digitally and log out as if nothing has happened.

This paper unveils two systems: one to combat digital document forgery and the other a new method to authenticate CCTV 
(closed-circuit television) footage.  In July 2005, it was discovered that a number of 2nd World War fi les held at the National 
Archives in the UK contained forged documents. An internal investigation found that the forgery took place during or after 
the year 2000 [1]. Additionally, recorded CCTV video frames will not stand up in court as reliable evidence since they are 
prone to tampering. 

2. Methodology

The proposed method relies on a special case of information hiding known as self-embedding. This entails embedding a low 
bit rate of the carrier fi le into itself. It lends itself to forensics as a useful tool for digital inspection [2]. A generic datafl ow 
of the method is provided in Figure 1.

The next section will discuss the ‘low-bit copy’ (the payload) and how to extract it. A discussion will also be provided on the 
secure and effi cient image encryption method as well as the associated embedding procedures.
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2.1. Payload construction
Since this study is about self-embedding, one can expect that the payload be extracted from the original fi le itself. After ex-
tensive investigations into the best manner in which to represent an image fi le the decision was made to use error diffusion. 
This was found the best fi t to capturing graphics as well as text contents in a given image. The obvious merit of incorporating 
this method is its low embedding space requirement unlike for example the full continuous tone copy (grayscale). The second 
advantage is the possibility of reconstructing a good approximation of the continuous tone image from this binary version, a 
process known as inverse half-toning, see Figure 2. This work exploits Jarvis’ kernel to generate the error diffusion signal and 
the Wavelet-based Inverse Half-toning via De-convolution (WInHD) to recover the approximation of the original signal.

2.2. Payload Encryption
The encryption method takes advantage of the sensitivity of the SHA (secure hash algorithm) on the initial condition, i.e., the 
key. Moreover, the compound transform of DCT (discrete cosine transform) and FFT (fast Fourier transform) are extremely 
sensitive to changes in 2D space. The latter transforms are used to provide confusion for the expanded map generated through 
SHA. More details on the algorithm formulation are available in [3]. In essence the encryption procedure is depicted in Figure 3.

Figure 2. Payload generation: (top left): Original scanned document, (top right) Half-tone version and (bottom) 
Inverse-half-tone version with distortion of PSNR (Peak Signal-to-Noise Ratio)=25.2257 dB.

Figure 1. A generic scenario of the self-embedding technique
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2.3. The embedding procedure
A fundamental step in our proposal is embedding the secret message in the fi rst level 2D Haar DWT (Discrete Wavelet Trans-
form) with the Symmetric-padding mode, see Figure 4. DWT is a well known transformation that gained popularity among the 
image processing community especially those dealing with image compression.  Its applications in different areas is growing 
however (note that JPEG2000 uses DWT to compress images). 2D DWT provides a decomposition of the approximation, and 
the detail in three orientations (horizontal, vertical, and diagonal) by means of a convolution-based algorithm using High and 
Low pass fi lters. In our case we compute four fi lters associated with the orthogonal or bi-orthogonal of the Haar wavelet. 

We choose Wavelet over DCT (Discrete Cosine Transform) because the Wavelet transform understands the Human Vision 
System (HVS) more closely than DCT does; Visual artefacts introduced by wavelet coded images are less evident compared 
to DCT because the wavelet transform does not decompose the image into blocks for processing [4]. DFT (Discrete Fourier 

Figure 3. A framework for digital image encryption

Figure 4. The embedding procedure in the wavelet domain
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Transform) and DCT are full frame transforms. Hence any change in the transform coeffi cients affects the entire image except 
if DCT is implemented using a block based approach. However DWT has spatial frequency locality, which means if the signal 
is embedded it will affect the image locally. Hence a wavelet transform provides both frequency and spatial description for 
an image. More helpful to information hiding, the wavelet transform clearly separates high-frequency and low-frequency 
information on a pixel-by-pixel basis [5].

Obviously, there are many other existing methods for self-embedding. It is true that some, such as [6, 7], can detect a forgery’s 
location with different degrees of effi ciency but their common problem is that they are unable to provide an actual visualization 
of the original image. In some cases, for instance in court, it is not suffi cient to just be able to tell that the image/document 
has been tampered with (which can be caused by colour changes) without giving the jury a tool to actually extract the original 
document. On the other hand, Luo et al. [8] suggest a recovery of an approximation of the original with a self-embedding 

  
                                 (a)                                                         (b)                                                          (c)

  
                               (d)                                                          (e)                                                            (f)

  

Figure 5. Performance of proposed algorithm on digital document: (a) The original document, (b) Dithered version of 
original used as a payload, (c) Stego image after embedding, (d) Attacked Stego, i.e., date received has changed and the 4th 
lead inventor’s name has been removed, (e) Reconstructed hidden data from the attacked version, (f) Inverse halftoning of 
(e), (g) Inverse halftoning of (d), (h) error signal of (f) and (g), and (i) shows (h) after undergoing binary thresholding
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scheme, but since they embedded a continuous tone copy, their algorithm causes more distortion to the carrier fi le then our 
algorithm does. Additionally most methods are sensitive to natural processing, for example a JPEG compression of an image 
would trigger an alarm of forgery.

3. Applications

This section deals with two applications of the aforementioned method of self-embedding, namely how to aid detect forgery 
and recover evidences and how to secure CCTV footage transmission and storage.

3.1 Scanned document forgery
One of the investigated applications is combating digital document forgery such as scanned documents and digital personal 
images. Figure 5 shows a practical remedy to photo illegal tampering.

3.2 CCTV footage authentication
An extension to the previous application is its applicability in video streaming. CCTV recording is the primary target and the scheme 
can successfully eradicate any source of forgery. Various possibilities of eavesdroppers’ attacks are illustrated in Figure 6.

4. Conclusion

As organisations go towards paperless workspaces, document forgery becomes an issue. The effortlessness of digital document 
reproduction and manipulation has undoubtedly contributed to forgery attacks. In this paper we present some applications of 
information hiding to combat digital tampering. The scheme allows for reconstruction of a quasi-original of the carrier even 
after undergoing a forgery, furthermore, its distortion effects on the cover fi le is minimised by using error diffusion.

Figure 6. CCTV footage authentication using self-embedding
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